Abstract: The rapid growth of digital technology in medical fields over recent years has increased the need for applications able to manage patient medical records, imaging data, and chart information. Web-based applications are implemented with the purpose to link digital databases, storage and transmission protocols, management of large volumes of data and security concepts, allowing the possibility to read, analyze, and even diagnose remotely from the medical center where the information was acquired. The objective of this paper is to analyze the use of the XML protocol in web-based medical imaging applications, analyzing how this protocol allows indexing and exchanging the huge amount of information associated with each medical case. The purpose of this paper is to point out the main advantages and drawbacks of the XML technology in order to provide key ideas for future web-based applications. As already explained by the email of Dr. Alain Lalande, in this paper we review the advances that the XML exchanging information protocol has provided to web-based applications applied to the medical imaging field.
Introduction
Over the past decade, the emergence of large digital volumes of information in medical imaging and the rapid growth of computer-based clinical examinations have increased the number of available on-line web-based medical applications. Moreover, digital imaging technologies have become beneficial to modern medical practices and health care systems, providing powerful tools for diagnosis, treatment, and surgery. Health care consumers have begun to benefit from new web-based applications as tools to guide decision making on treatments and tests [1] or even to enhance empowerment and physical activity in various chronic disease settings [2] .
Two principal domains can be defined to describe the development of web-based medical applications during the last decade: medical decision support tools and content-based image retrieval applications. Medical decision support aims to assist physicians to improve their knowledge and reduce decision conflict. On the other hand, the interest in content-based image retrieval (CBIR) has grown due to the limitations inherent in metadata-based systems, as well as the large range of possible uses for efficient image retrieval. The large amount of both visual and data information along with the new on-line tools underlined the need to create thematic accesses that offered more than simple text-based queries or requests based on matching exact database fields [3] . CBIR technology has been proposed to aid clinical care, bio-medical research and education [4, 5] . However, although the initial widespread enthusiasm for CBIR in the engineering research community, its application has still to solve practical problems, including optimization stages in the indexing and retrieval work-flow [6] .
Consequently, web-search tools have become a new research topic with the purpose to obtain digital images according to the different attributes used when issuing a diagnosis [7] . In this sense, one of the long standing problems is finding a way to share medical data across a variety of media. XML (eXtensible Markup Language) has emerged as a leading facilitator. Some applications are developed on the integration of frameworks and data management using queries to examine information from multiple data types and large data sets [8] . Although the XML is provided with predefined tags, one of its advantages is its extensible use. Moreover, the inclusion of the XML databases facilitates the management of XML files by storing them in an efficient way.
We present in this review an overview of the most relevant web-based applications in medical informatics that use the XML protocol. Therefore, the main focus of the review is the management of the medical data associated with imaging studies. However, for the sake of completion when developing a web-application, we also briefly review where the data is store (medical databases) and security issues. Encrypted solutions are absolutely necessary in medical applications because of the confidentiality of the personal information.
The rest of the paper is structured as follows. Next section presents different key works concerning web-based applications on which we centered our review. Subsequently, we present a classification and a discussion on the use of the XML protocol in the topics of database management, information exchanging and security, the main aspects when designing and implementing a web-based application. In section 4 the most interesting aspects of this survey and future trends are discussed. The paper ends with conclusions.
Methods

Search strategy
[ Figure 1 about here.]
We searched the literature in the following databases: PubMed, Scholar, Embase and Scopus. The main search strategy combined four concepts: Web-based medical applications, XML framework, PACS and security. For each concept, the following search terms were used: web-based applications, XML protocol, computational medicine, digital databases and internet security.
We wanted to identify the main research works for each area in PubMed and in Scopus. As these searches resulted in many duplicates, this dual search strategy was not repeated in Scholar or Embase. To retrieve other relevant publications, we also examined the reference lists of the selected publications and reviews, and we included those works that met the eligibility criteria . 1  2  3  4  5  6  7  8  9  10  11  12  13  14  15  16  17  18  19  20  21  22  23  24  25  26  27  28  29  30  31  32  33  34  35  36  37  38  39  40  41  42  43  44  45  46  47  48  49  50  51  52  53  54  55  56  57  58  59  60  61  62  63  64  65 
Web-based applications
In this work we reviewed web-based applications developed during the last decade in the medical environment. The final goal of these applications is to help physicians when diagnosing a case. We can classify these applications into two categories according to the way information is provided. On one hand, medical decision support systems aim to analyze multiple data and return to the expert, a ranking probability or even a second opinion about the patient to be diagnosed. On the other hand, content-based retrieval systems aim to provide to the expert similar cases to the one being analyzed. When this data is related to imaging technologies, it is referred to as a content-based image retrieval system. There are recent surveys on both class of applications [1, 3, 6, 9, 10] . In this work, however, we focused on the implementation of web-based applications, independently of whether the goal was as a medical decision tool or a CBIR. From a web-based tool point of view the two approaches are similar.
As illustrated in Figure 2 , web-based applications require a web-server to provide the interface between the usercomputer and the medical database, consisting of data, but also of images. Web-based applications run on the computer of the user, usually through a small application called applet. From the web-server page, the applet is downloaded to the user machine and it is then executed within an environment provided by the Java Virtual Machine. Notice that once applet is running, it is a process independent of the web browser itself.
[ Figure 2 about here.]
Web-based applications examples
A number of web-based medical applications have been presented over the last decade. Fernàndez-Bayó et al. [11] presented an approach involving a web server that allowed the query and retrieval of images stored in DICOM format. The images could be viewed within a web browser with use of a small Java program known as the DICOM Java Viewer, which was executed inside the browser. The system, which is still working, supported mainly magnetic resonance and computed tomographic images in a very simple graphical interface. The use of a web-browser user interface allowed access, independently of its hardware and operating system. The application was based on a clientserver intranet system and on multi-platform intranet technologies such as Java. The most significant disadvantage of the system was the response speed to obtain images within the web browser. A similar medical web-based application was presented by Deftereos et al. [12] to facilitate clinical work by allowing the communication of patients records between experts. The aim of the work was to share patient records of a particular disease at a national level. The advantage of using an automatic tool is not only the exchange of information but also the standardization of the records. The web-application was implemented with Java technology and was connected to a web server and also with a patients' database using the SQL Language. The use of Java makes possible scalable designs, suitable for the needs of health care units differing in size. However, currently, the application operates on stand-alone computers; therefore the database server is constraint to run on the same machine. These difficulties were encountered because of the lack of more powerful database servers and workstations.
Matsopoulos et al. [13] proposed a web-based medical system developed for the management and processing of obstetrical, gynecological and radiological medical data. The system, implemented in a modular structure, recorded the necessary medical information in terms of patient data, examinations and operations. It also provided to the user, advanced image processing tools for the manipulation, processing and storage of ultrasound and mammographic images using the DICOM protocol. This system ensured the provision to the medical experts of an unified patient management protocol, either in the hospital or outside.
Arnold et al. [14] implemented a well-documented and easily accessible communication loop adaptable to different types of image modalities. Images were displayed in a native DICOM format with a Java applet, along with use of various image manipulation tools. The web-based infrastructure consisted of a server that stored imaging studies and reports, with web browsers that downloaded and installed optional client software on demand. In contrast with previous works, their approach allowed the inclusion of PHP (hypertext pre-processor) as the language to implement the web-application. Application logic consists of a set of PHP modules that were accessible using an application programming interface. The system might be adapted to any clinician-specialist communication loop, and, because it integrated radiological standards with web-based technologies, it could communicate and report data in an efficient way.
On the other hand, Mata et al. [15, 16] proposed an interactive Java applet interface designed as a web-based tool. It aimed to facilitate the diagnosis of mammographic and prostate cases by providing a set of image processing tools 1  2  3  4  5  6  7  8  9  10  11  12  13  14  15  16  17  18  19  20  21  22  23  24  25  26  27  28  29  30  31  32  33  34  35  36  37  38  39  40  41  42  43  44  45  46  47  48  49  50  51  52  53  54  55  56  57  58  59  60  61  62  63  64  65 that allowed a better visualization of the images and a set of drawing tools used to annotate the suspicious regions. Hualei et al. [17] presented a medical image access and presentation system as a web-based system designed for remotely accessing and presenting DICOM images in a teleradiology operation through the Internet. One of the main advantages of this work is that they provided multiple DICOM image retrieval methods: text-based retrieval, contentbased retrieval and combined retrieval, as well as the implementation of on-demand medical image transmission method in a web environment.
A web-based tool for patient-specific consultation in the clinical scenario of breast augmentation was proposed by de Heras Ciechomski et al. [18] . This example shows that the current state of development allows for the creation of responsive and effective Web-based 3D medical tools, even with highly complex and time-consuming computation, by off-loading them to a dedicated high-performance data center. Internet web-based communications tools to guide decision making on treatments and tests were also studied by Schwitzer et al. [1] . They analyzed 4 areas of variability in the use of key web-enabled features in online decision-support tool development. The main features were focused on the presentation of outcomes probability data tailored to the individual user, the use of videotaped patient interviews in the final product to convey the experiences of people who have faced similar diagnoses in the past, the ability to interact with others in a social support network and the accessibility of the tool to any health care consumers with an Internet connection. Recently, Moorhead et al. [19] studied the benefits and limitations of social media for health communication among the general public, patients and health professionals, and identified current gaps to provide recommendations for future health communication research.
CBIR systems have been proposed for a variety of pathologies [6] . For instance, Hsu et al. [20] described the implementation of a web-based CBIR for spine pathologies, consisting of four components: a client applet, a gateway, an indexing and retrieval system, and a database of images and associated text data. It allowed the exploration of a large bio-medical database of digitized spine X-ray images using a combination of textual or even visual queries. In the latter case, a query editor enabled users to pose queries by sketching a unique shape or selecting or modifying an existing shape from the database. Ortega et al. [21] presented a CBIR for retinal image analysis consisting of the web client interface, of the web server that processes the requests and of the service module that performed the image processing tasks.
Implementation of medical web-based applications
[ Table 1 about here.] Table 1 presents a compact at-a-glance summary of the reviewed works and their main features. In this review we aim to describe the methodological aspects of a web-based application and how to tackle the features presented in Figure 1 . We focus the review on how the database is implemented, using PACS or not, and which images it stores. We also depict how the information is stored and transmitted, using or not the XML protocol, and finally we also illustrated the main security aspects.
Databases
Web applications typically run on the user's computer and they communicate via standard procedures, i.e. http, to a web server application that usually contains or communicates with another computer that contains the medical data, as is depicted in Figure 3 . The web server is responsible for searching within the medical database and for returning the information to the web application. As can be seen in Table 1 , in the medical context this database is currently stored under the Picture Archiving and Communication System (PACS) architecture, that allows to integrally store the patient records with their own available digital images acquired at the hospital. Notice that PACS not only refers to a single database but also consists of image and data acquisition, storage, and display subsystems integrated by various digital networks. New digital imaging technologies present a challenge to the management of such large volumes of information, and PACS offers a practical solution. The initial reluctance to PACS has vanished nowadays [58] . Different web-application have described the implementation of a PACS system in their work for the storage, research, transmission, evaluation of medical images [13] and even applied to telemedicine applications [36] . Jorritsma et al. [55] studied the differences in usability terms of PACS with identical functionality, concluding that functional requirements alone are insufficient to determine the overall quality of a PACS. The implementation of the PACS also determines the PACS usability. In the same way, Van der Wetering et al. [59] presented a study based on an integrative 1  2  3  4  5  6  7  8  9  10  11  12  13  14  15  16  17  18  19  20  21  22  23  24  25  26  27  28  29  30  31  32  33  34  35  36  37  38  39  40  41  42  43  44  45  46  47  48  49  50  51  52  53  54  55  56  57  58  59  60  61  62  63  64  65 model to determine PACS alignment and performance in hospitals, adopting theories and perspectives from the field of information system research and complexity theory.
[ Figure 3 about here.]
The advantage of web-based applications is that they allow to easily add newer capabilities to the PACS system. Hastings et al. [32] complemented the PACS by providing an extra management of the information using XML language, allowing a more friendly environment for large biomedical databases. Similarly, Mahmoudi et al. [45] developed a web-application tool connected to a PACS system to allow direct access to the data. The data were uploaded to the application for processing and the processed data saved on the client machine. One of the advantages was that the application supported various DICOM formats. Rosset et al. [25] created an image-based electronic system to print film images directly from a PACS. The benefit of using a PACS in the clinical routine allows for better tools to support teaching and training tasks. Kautelakis et al. [34] developed a web-based interface to the clinical PACS, simplifying the access to the repository and providing a simple mechanism for accessing DICOM objects through the net. Rajala et al. [48] proposed a new system using an integration of PACS in a hospital information system (HIS). It consisted in an alternative implementation to regular PACS systems. Their study described the fusion of a PACS server with a HIS server and their implementation in a large university hospital organization.
Exchange of information
[ Figure 4 about here.]
Once the web application receives the data from the PACS or medical database through the web-server application, it is ready to process it according to its own goal. When the application finishes, the resulting outcomes can be stored, either locally or transmitted to an external database. Since these results usually contain the analysis of the cases, they can be stored in formats compatible with word processor or spreadsheet tools in order to present the information in a structured way. Although there are different formats for information exchange [44, 53, 60] , the eXtensible Markup Language (XML) has emerged as a leading facilitator in exchanging structured information between different platforms and storing information in an efficient way and at low memory cost. In the column entitled "Data Exchange" of Table 1 , it is evident that the XML language is also becoming a standard in information exchange in web-based applications. In Figure 4 the common language terms used in XML are depicted: files containing XML information are called XML documents, they are stored databases called XML servers, and used by applications or XML systems.
Hastings et al. [32] addressed the work to metadata and data management issues using a generic, distributed, XML-based data management system. According to the authors, the use of XML schemas and XML documents allowed to manage and publish data models to efficiently store, query, reference and create virtualized XML views into distributed and interconnected databases. Kurc et al. [8] showed one of the best examples of the usability of XML schemes oriented to medical research works. The proposed XML-based data management system supported the integration of data from disparate data sources and large data sets. The system facilitated management of XML schemes and on-demand creation and management of XML databases that conform to those schemes. Recently, Chipman et al. [56] presented a software that can convert local structured data into XML-formatted data. Hence, while clinicians and patients benefit greatly from readily available risk predictions, a large pool of multiinstitutional family history data will be continually gathered.
XML has progressively become a gold standard for accessing, representing and exchanging information, especially in the health care environment. According to Choe and Yoo [40] a key point to allow cooperation among heterogeneous repositories held at various hospitals is the introduction of a common healthcare-record, and XML allows to efficiently store this information. Defteros et al. [12] integrated the use of the XML documents designed to allow the exchange of Electronic Healthcare Record (EHCR) information between different clinical information systems. Complete patient records or record extracts are exported in the form of messages in XML documents. In the same way Zhang et al. [27] used the XML formatted messages to send browser requests or to receive responses from the Web server through the http protocol. Rassinoux et al. [26] also presented an implementation of XML for the electronic patient record (EPR) and discussed more specifically its growing use in two areas of the EPR: firstly, as a format for the exchange of structured messages, and secondly, as a comprehensible way of representing patient documents.
There have even been attempts to change traditional binary data to XML format, arguing that XML files are human readable, searchable and provide a better form of semantics. For instance, Bond et al. [49] studied the encoding of Electrocardiogram (ECG) data using XML format, while Biternas et al. [61] introduced in their work a simple and general XML format for spin system description in magnetic resonance imaging. The aim is to unify under one unique format the principle spin interaction specification conventions.
The XML standard is also used in CBIR systems as a way to link the retrieval machine to the web-based application, as in Ortega et al. [21] for retinal images or in Hsu et al. [20] for spine images. This latter work provided a simple interface between both systems. The information was transmitted between systems using just three XML primaryevents. The first one was used to determine whethera desired service was available and to obtain a list of currently available services. The second one contained information about the features of the query, while the their done returned the matching images along with the similarity scores. Coiera et al. [33] proposed a similar architecture, where XML was used to represent the queries obtained from users in a consistent way.
In fact, XML schemes can be useful for much more complex query languages, like the ones related to DICOM files. For instance, Marcos et al. [38] in their work the advantages to represent DICOM header information using XML and to store their data in a XML database. In the proposal of Arnold et al. [14] , XML documents included annotations and descriptive text related to DICOM images. Authors argued that this capability allowed a more efficient exchange of templates and would represent a step toward standardization. In a similar way, Tahmoush et al. [36] also affirmed that the incorporation of DICOM 3 capability was necessary in medical image systems and that XML support should also be included. Indeed, it has become the preferred method for uploading data that was not already in DICOM format. Finally, Hualei et al. [17] remarked the advantages to represent DICOM header information within a XML file, highlighting the importance of extracting and storing in a XML file the semantic attributes of DICOM images (one XML file per DICOM image). Besides, Wang et al. [43] analyzed the use of XML in a PACS workstation managing DICOM images. The advantage is that all the information is embedded in the XML document, thus knowledge on the structure of the PACS workstation is unnecessary. Notice that the necessity to store additional information related to the images stored in a PACS systems has becoming crucial, and new applications are appearing in this direction. An example of this is proposed by Mata et al. [15, 16] , who store in XML files the analysis of the images provided by different experts. The files are kept in a external database that manage the files, thus preserving the information integrity of DICOM images.
Security
Security and privacy protection are essential aspects in web-based medical applications. Figure 5 depicts the main aspects in security areas that web-based applications have to deal with, including authentication of the user and encryption and anonimization of the data. Under the column "Security" of Table 1 there is a summary of the efforts made in the following aspects: authentication, encryption, anonimization and the security architecture proposed. Notice that aspects related to security and data protection of Internet are out of the scope of this review, as well as aspects related with the way the patients' information is stored (recent surveys on this topic are [64] and [65] ).
[ Figure 5 about here.]
Sucurovic [39] presented in his work an authorization policy system based on XML schemas to define the user role in the system. The implementation of a web service security between the clinical and central server and a secure transmission between the central server and a client was previously defined. Furthermore, an extra security algorithm was chosen for signing and performing the encryption during the transmission of medical data. A similar approach was recently proposed by Hualei et al. [17] , where the role-based access control was also applied to protect the medical data and the patient privacy. Finally, Mahmoudi et al. [45] claimed that the use of a standard XML-based communication framework allows to reduce the implementation overhead which made their communication well-defined. In addition, by using this combination, the security settings on the client machine were solved.
Regarding data anonimization, Zhang et al. [27] proposed a security model based on multi-purpose internet mail extension message to transfer medical data between servers and clients. The browser sent the request to the server and decoded the XML formatted messages. Subsequently, it looks into its local database and returned the results including patient and study information. This strategy allowed to decode anonymized data information provided from DICOM files. Differently, Neubauer et al. [50] proposed a methodology for the anonymization of medical data that 1  2  3  4  5  6  7  8  9  10  11  12  13  14  15  16  17  18  19  20  21  22  23  24  25  26  27  28  29  30  31  32  33  34  35  36  37  38  39  40  41  42  43  44  45  46  47  48  49  50  51  52  53  54  55  56  57  58  59  60  61  62  63  64  65 stores health data decoupled from the corresponding patient-identifying information, thus allowing privacy-preserving secondary use of the health records in clinical studies without additional anonymization steps. This approach allowed the unlinked storage of medical data and related patient-identifying information, while still making it possible to reestablish the patient/health data relationship for authorized users. Notice that anonymized data can allow to protect confidential information from unwanted connections [63] . The approach of Bos et al. [66] was different. They implemented a prediction service running in the cloud that takes private encrypted health data as input and returns the probability for suffering cardiovascular disease. The service uses homomorphic encryption, and is able to make the prediction handling only encrypted data. Therefore, the submitted confidential medical data is not necessary. A similar idea was followed by Rossi et al. [67] , where different clinical centers share data for one year. The anonymity of the data was preserved by unique identifiers associated with the patients in each center. Only the rellevant clinical information was uploaded to the web-based application that shared the data.
Discussion
This paper presents a summary of the current status and trends in web-based medical applications linked to PACS databases, to the use of XML protocols and to security systems. The main observation is the fact that no format currently exists that seeks to satisfy the needs of all potential users. Therefore, as researchers continue to find gaps in current web-based medical informatics applications, they propose their own solutions. A list of web-based medical application research works have been presented in this review. It has brought together a diverse group of works drawn from imaging, computer science, informatics and clinical disciplines. In general, the majority of web-based applications have used their own web server with a combination of Java applet tools. Note that although we focused the review in web applications implemented in Java, new web technologies are appearing such as HTML5, with its powerful and flexible image canvas, or WebGL, that are being used to redefine how users can interact with medical images through a browser. Basically, the inclusion of web technologies in web-based medical applications has been a solution to aid in the diagnosis and visualization of medical images.
Web-based applications have benefited from the inclusion of the XML protocol in the areas shown in Figure 1 : databases, information exchanging and security systems. The PACS system is the most common medical database used in medical applications (Table 1 , section Database). The inclusion of the DICOM format as the standard medical image protocol was the key to the use of PACS. The support of CBIR, CAD, and Hospital Information Systems (HIS) / Radiology Information System (RIS) architectures have demonstrated the power of PACS as a common image data model. Progress in the related areas of PACS and image processing will certainly impact strongly on imaging informatics. The simultaneous management of several image modalities are also present in all the research works. Indeed, we can find the appropriate tools to manage these different image modalities, the standard DICOM being the most commonly used. Despite DICOM is an old standard that does not adhere to many current best-practices, XML allows integration and easy interface to represent the DICOM header. Different software tools exit for the bidirectional DICOM Header -XML document conversion [68, 69] . However, the main issues in imaging informatics are indexing and context-specific organization of imaging data and the increment of a large DICOM repositories provided by the acquisition systems. Thus, some research works use as a solution parallel architectures (e.g. mini-pacs, GridPacs, etc.) to improve the management of medical data in an efficient way [34, 32, 35] .
On other hand, the exchange information has benefited from the inclusion of the XML protocol, a language that is easily accessible and extensible. Moreover, XML is capable of supporting a rich set of features as validation, indexing, query, retrieval and visualization methods developed using open software and standards like the CDA/CCD (Clinical Document Architecture / Continuity of Care Document) ( Table 1 , section Data Exchange). The relatively quick and easy implementation of XML for transfer information is a major asset. In order to improve the performance to transfer the information such as messaging system, various strategies have been implemented. It is important to remark how the XML files can be stored and related to DICOM images. Hualei et al. [17] proposed the use of an open source package to manage XML files. In addition to this, in their research work a basic attribute and a semantic attribute of DICOM image are extracted and stored in XML file (one XML file per DICOM image). Although other standard exists, such as the imaging domain in caBIG, non-PACS research applications such as XNAT and Midas, the future in medical data exchange, specially in multicenter applications, seems to be the use of XML and DICOM protocols linked with web-based medical application [70, 71, 72] . Finally, the necessity to create security systems in web-based medical applications in order to protect the privacy of medical data have been incremented over the last decade (Table 1 , section Security). The main goal is to create security architectures that have been mainly designed for providing authentication and authorization services in webbased distributed systems. Most of the recent contributions are focused on authentication and data encryption but few works are focused in the anonymization of the medical data [27, 50, 63] . It is evident that most of the anonymization systems are applied directly to the DICOM protocol after the acquisition process. However, the muse of anonymized information in web-based medical applications is not present in recent works and this aspect could be improved in future works.
Conclusion
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Figure 4: The XML protocol is used by many web-based applications to exchange information. XML documents are stored in XML servers and used by XML systems. 3  4  5  6  7  8  9  10  11  12  13  14  15  16  17  18  19  20  21  22  23  24  25  26  27  28  29  30  31  32  33  34  35  36  37  38  39  40  41  42  43  44  45  46  47  48  49  50  51  52  53  54  55  56  57  58  59  60  61  62  63  64 
